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Preface

NOTICE TO CUSTOMERS

document.

All documentation becomes dated, and this manual is no exception. Microchip tools and
documentation are constantly evolving to meet customer needs, so some actual dialogs
and/or tool descriptions may differ from those in this document. Please refer to our web site
(www.microchip.com) to obtain the latest documentation available.

Documents are identified with a “DS” number. This number is located on the bottom of each
page, in front of the page number. The numbering convention for the DS number is
“DSXXXXXA”, where “XXXXX” is the document number and “A” is the revision level of the

For the most up-to-date information on development tools, see the MPLAB® IDE online help.
Select the Help menu, and then Topics to open a list of available online help files.

INTRODUCTION

This document describes the Microchip CEC1736 development board usage and details the
demo setup and execution.

This chapter contains general information that will be useful to know before using the
CEC1736 Development Board. ltems discussed in this chapter include:

Document Layout

Conventions Used in this Guide

Microchip Web Site

Development Systems Customer Change Notification Service
Customer Support

Document Revision History

DOCUMENT LAYOUT

This document is written for anyone who wants to run the Microchip CEC1736 demo using the
CEC1736 development board. The manual layout is as follows:

Chapter 1. “Introduction” - Explains purpose and scope of this guide.
Chapter 2. “Features” - Provides board features and layout information.

Chapter 3. “Recommended Tools and Accessories” - Explains recommended tools to
be used for the demo.

Chapter 4. “Powering the CEC1736 Development Board” - Provides steps with illustra-
tions for running the demo.

Chapter 5. “Jumper Options” - Provides board jumper settings information.
Chapter 6. “Running Out-of-Box (OOB) Demo Code” - Explains the out-of-box
demo that coming with the development board.

Chapter 7. “Getting Ready for Development” - Explains the steps when doing
users customized development.

© 2022 Microchip Technology Inc. and its subsidiaries DS50003324A-page 4
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CONVENTIONS USED IN THIS GUIDE

This manual uses the following documentation conventions:

DOCUMENTATION CONVENTIONS

Description

Represents

Examples

Arial font:

Italic characters

Referenced books

MPLAB® IDE User's Guide

Emphasized text

...Is the only compiler...

Initial caps A window the Output window

A dialog the Settings dialog

A menu selection select Enable Programmer
Quotes Afield name in a window or | “Save project before build”

dialog

Underlined, italic text with A menu path File>Save
right angle bracket
Bold characters A dialog button Click OK

Atab

Click the Power tab

N‘Rnnnn

A number in verilog format,
where N is the total number of
digits, Ris theradixand nis a
digit.

4'p0010, 2'hF1

Text in angle brackets < >

A key on the keyboard

Press <Enter>, <F1>

Courier New font:

Plain Courier New

Sample source code

#define START

Filenames autoexec.bat

File paths c:\mccl1l8\h

Keywords _asm, _endasm, static
Command-line options -Opa+, -Opa-

Bit values 0, 1

Constants OxXFF, “A”

Italic Courier New

A variable argument

file.o, where File can be
any valid filename

Square brackets [ ]

Optional arguments

mccl8 [options] file
[options]

Curly brackets and pipe
character: {| }

Choice of mutually exclusive
arguments; an OR selection

errorlevel {0]1}

Ellipses...

Replaces repeated text

var_name [,
var_name...]

Represents code supplied by
user

void main (void)
{ ...
}

© 2022 Microchip Technology Inc. and its subsidiaries
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MICROCHIP WEB SITE

Microchip provides online support via our web site at www.microchip.com. This web
site is used as a means to make files and information easily available to customers.
Accessible by using your favorite Internet browser, the web site contains the following
information:

* Product Support — Data sheets and errata, application notes and sample
programs, design resources, user’s guides and hardware support documents,
latest software releases and archived software

» General Technical Support — Frequently Asked Questions (FAQs), technical
support requests, online discussion groups, Microchip consultant program
member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip
press releases, listing of seminars and events, listings of Microchip sales offices,
distributors and factory representatives

DEVELOPMENT SYSTEMS CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer natification service helps keep customers current on Microchip
products. Subscribers will receive e-mail notification whenever there are changes,
updates, revisions or errata related to a specified product family or development tool of
interest.

To register, access the Microchip web site at www.microchip.com, click on Customer
Change Notification and follow the registration instructions.

The Development Systems product group categories are:

+ Compilers — The latest information on Microchip C compilers, assemblers, linkers
and other language tools. These include all MPLAB C compilers; all MPLAB
assemblers (including MPASM assembiler); all MPLAB linkers (including MPLINK
object linker); and all MPLAB librarians (including MPLIB object librarian).

+ Emulators — The latest information on Microchip in-circuit emulators.This
includes the MPLAB REAL ICE and MPLAB ICE 2000 in-circuit emulators.

* In-Circuit Debuggers — The latest information on the Microchip in-circuit
debuggers. This includes MPLAB ICD 3 in-circuit debuggers and PICkit 3 debug
express.

* MPLAB IDE - The latest information on Microchip MPLAB IDE, the Windows
Integrated Development Environment for development systems tools. This list is
focused on the MPLAB IDE, MPLAB IDE Project Manager, MPLAB Editor and
MPLAB SIM simulator, as well as general editing and debugging features.

* Programmers — The latest information on Microchip programmers. These include
production programmers such as MPLAB REAL ICE in-circuit emulator, MPLAB
ICD 3 in-circuit debugger and MPLAB PM3 device programmers. Also included
are nonproduction development programmers such as PICSTART Plus and
PIC-kit 2 and 3.
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CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative
* Local Sales Office

+ Field Application Engineer (FAE)

» Technical Support

Customers should contact their distributor, representative or field application engineer
(FAE) for support. Local sales offices are also available to help customers. A listing of

sales offices and locations is included in the back of this document.

Technical support is available through the web site at:

http://www.microchip.com/support

DOCUMENT REVISION HISTORY

Revision

Section/Figure/Entry

Correction

DS50003324A (05-06-22)

Document release
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Chapter 1. Introduction

The CEC1736 Development Board is intended as a demonstration, develop-
ment, and testing platform for Real Time Platform Root of Trust applications in
Datacenter, Telecommunications, Networking, Industrial and Embedded com-
puting markets. The board features a variety of hardware options (including a
power supply, user interface, serial communications, and expansion headers)
that enable rapid prototyping and development of Real Time Platform Root of
Trust applications.

This development board is designed for great out of box experience for users
with the following features:

» CEC1736 OTP - pre-programmed with pre-defined OTP features that supports
demonstration example.

+ CEC1736 Internal SPI Flash - pre-programmed with the latest Soteria-G3 firm-
ware release.

+ MEC1723 (emulated as Application Process) - MEC1723 Out-of-box example
firmware is included and upgradeable for demonstration.

» CEC1736 socket - Users have the ability to use a production CEC1736 to develop
their own OTP features for their specific designs.

© 2022 Microchip Technology Inc. and its subsidiaries DS50003324A-page 8
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Chapter 2. Features

21 CEC1736 DEVELOPMENT BOARD BLOCK DIAGRAM

2.2 HARDWARE FEATURES:

- Socket for CEC1736 84-pin

- Four 16-pin 256Mbit SPI Flashes for normal operation

- One 16-pin 256Mbit SPI Flash for failure case demonstration

- One USB-UART/I2C port for CEC1736

- One USB-UART port for MEC1723

- BMC Host Header

- CPU Host Header

- One 1x8 PICKIT4 header for CEC1736 for debugging and programming
- One 1x8 PICKIT4 header for MEC1723 for debugging and programming
- GPIOs / 12C headers for optional customization development

- Board can be powered by Micro-USB Cable or +5V Power Adapter, which is
NOT included with in the development board

© 2022 Microchip Technology Inc. and its subsidiaries DS50003324A-page 9
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2.3 CEC1736 DEVELOPMENT BOARD LAYOUT

@

\

5

Power Adapter Plug (P1) — Provides another way to power the board via exter-
nal +5 V power adapter

USB micro-B connectors — Provides power to the board and provides an inter-
face for serial input/output or 12C using the Microchip MCP2221A
USB-to-UART/I2C serial converter to CEC1736 (P2) and MEC1723 (P3)

Microchip MEC1723N-B0-I/SZ (U6) - emulated as Application Processor
Microchip PICKIT4 1x8 header (J45) for MEC1723

Microchip SST26VF040A SPI Flash (U8) for MEC1723 Private Flash Boot
(Optional)

Dediprog SF100/SF600 SPI Flash Programming Header (J47) to U8

Note: J47 Pin 7 & 8 are connected but can impact to Dediprog operation. If failure I

happened, please cut-off pin 7 & pin 8 connection from SFxxx to the header

10.
1.
12.
13.
14.
15.
16.

Microchip CEC1736-S0-1/2ZW (installed in U3 socket)

84-pin 2ZW package Socket (U3)

Microchip PICKIT4 1x8 header (J33) for CEC1736

BMC Host Connection Header (P4)

CPU Host Connection Header (P5)

Dediprog SF100/SF600 SPI Flash Programming Header (J61) to U9, U11 or U13
Dediprog SF100/SF600 SPI Flash Programming Header (J62) to U10 or U12
SPI Flashes (U10,U12) on CEC1736 QSPI1 channel

SPI Flashes (U9, U13) on CEC1736 QSPIO0 channel

SPI Flash (U11) on CEC1736 QSPIO CS0# channel for failure case demonstra-
tion purpose only

DS50003324A-page 10
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Chapter 3. Recommended Tools and Accessories

For development with the CEC1736 Development Board, we recommend the following
tools:

Microchip MPLAB®X v6.00 or later

XC32 Pro Compiler v2.50 or later

PICKit4 In-Circuity debugger for direct plug-in

ICD4 In-Circuit debugger + Debugger Adapter board (mD# AC102015)

Tera Term v4.106 or later (or preferred equivalent) for UART debug logs

(Optional) Dediprog SF100 or SF600 (or preferred equivalent) for external SPI
flash programming

o g s N =

Users may request the EV19K17A - CEC1736 Development Board technical docu-
ments via Microchip Support Case, with a Non-disclosure Agreement (NDA) in place.
Altium Design Files

Gerber Files

Schematic

- Bill of Material

Please contact your Microchip Representative with any further questions.

© 2022 Microchip Technology Inc. and its subsidiaries DS50003324A-page 11
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Chapter 4. Powering the CEC1736 Development Board

The CEC1736 Development Board can be powered directly through the USB micro-B
port of the USB-Serial converter (P2 and/or P3). The 5V input from the USB voltage rail
is regulated to 3.3V by an MCP1826S voltage regulator.

Optionally, the CEC1736 Development Board can be powered by an external power
supply through the Power Plug (P1). The 5V is regulated to 3.3 V, which is the same as
using USB micro-B port. This option is selected by J1 1-2, default is 2-3 power thru
USB.

A shunt diode (D1) can be used to allow measurement of the total system power con-
sumption when using the USB micro-B port or a jumper (J1) is provided to allow mea-
surement of the total system power consumption when using an external power supply.

After the board is powered, LED1 (+5V), LED2 (+3.3V), and LED3 (+1.8V) should be
turned on.

LED9, LED10, LED11 can be blinking depend on the MEC1723 Firmware Application,
which indicate that the MEC1723 Firmware is loaded & executing.

LED4, LEDS5, LEDG6, LED12 can be blinking indicating that the CEC1736 Soteria Firm-
ware is loaded and executing.

Power-Up as shown below:

sres [T 0o [
s moa [T
L

A T
o3

P -1.' -
@) rum v

SOEATIH A

© 2022 Microchip Technology Inc. and its subsidiaries DS50003324A-page 12



CEC1736 Development Board

MICROCHIP

User’s Guide

Chapter 5. Jumper Options

The CEC1736 Development Board has several jumpers, summarized as follows:

JUMPER OPTIONS
Jumper Description Details
J1 Board Power Selection 1-2: Power by external 5V Adapter (P1)
2-3 (Default): Power by Micro-USB Port (P2, P3)
J2 VTR power to CEC1736 IN (Default): connect VTR power
OUT: disconnect VTR power
J3 +3.3V power to MEC1723 IN (Default): connect +3.3V power
OUT: disconnect +3.3V power
J4 VTR_PLL power to CEC1736 IN (Default): connect VTR_PLL power
OUT: disconnect VTR_PLL power
J5 +1.8V power to MEC1723 IN (Default): connect +1.8V power
OUT: disconnect +1.8V power
Jé CEC1736 12C SCL selection to 1-2:12C10
MCP2221A 3-4 (Default): 12C06
5-6: 12C00
J7 VTR_ANALOG power to CEC1736 IN (Default): connect VTR_ANALOG power
OUT: disconnect VTR_ANALOG power
J8 +3.3V power to CEC1736 IN (Default): connect +3.3V power
OUT: disconnect +3.3V power
J9 +1.8V power to CEC1736 IN (Default): connect +1.8V power
OUT: disconnect +1.8V power
J10 VTR1 power selection for CEC1736 1-2 (Default): connect +3.3V power
3-4: connect +1.8V power
J11 CEC1736 12C SDA selection to 1-2: 12C10
MCP2221A 3-4 (Default): 12C06
5-6: 12C00
J12 VTR2power selection for CEC1736 1-2 (Default): connect +3.3V power
3-4: connect +1.8V power
J13 VTR_REG power to MEC1723 IN (Default): connect VTR_REG power
OUT: disconnect VTR_REG power
J14 VTR2 power selection for MEC1723 | 1-2 (Default): connect +3.3V power
3-4: connect +1.8V power
J15 VTR_PLL power to MEC1723 IN (Default): connect VTR_PLL power
OUT: disconnect VTR_PLL power
J16 VTR_ANALOG power to MEC1723 IN (Default): connect VTR_ANALOG power
OUT: disconnect VTR_ANALOG power
J17 VTR1 power to MEC1723 IN (Default): connect VTR1 power
OUT: disconnect VTR1 power
J18 VBAT power to MEC1723 IN (Default): connect VBAT power
OUT: disconnect VBAT power
J19 VTR3 power to MEC1723 IN (Default): connect VTR3 power
OUT: disconnect VTR3 power
J20 CEC1736 GPIO012/nEXTRST Pull 1-2 (Default): pull-high to VTR_REG
selection 2-3: pull-down

© 2022 Microchip Technology Inc. and its subsidiaries
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JUMPER OPTIONS
Jumper Description Details
J21 CEC1736 GPIO106/AP0_nRESET 1-2 (Default): pull-high to VTR_REG
Pull selection 2-3: pull-down
J22 CEC1736 GPIOs Header For debug purpose
J23 CEC1736 GPIO1316/AP1_nRESET | 1-2 (Default): pull-high to VTR_REG
Pull selection 2-3: pull-down
J24 CEC1736 nRESET _IN pin 1-2 (Default): normal operation
2-3: hold CEC1736 in reset
J25 CEC1736 JTAG _STRAP pin 1-2: put in boundary scan mode
2-3 (Default): normal operation
J26 CEC1736 GPIO055 Strap Option Don’t Care
J27 CEC1736 12C_ADDRO Strap 1-2: pull-high to VTR_REG
2-3 (Default): pull-down
J2g CEC1736 CR_FLASH Strap 1-2 (Default): normal operation
2-3: Boot from crisis recovery flash component
J29 CEC1736 GPIO124 Strap Option Don’t Care
J30 CEC1736 BSTRAP Strap 1-2 (Default): normal operation
2-3: Boot from 12C or UART Crisis Port
J31 CEC1736 12C_ADDR1 Strap 1-2: pull-high to VTR_REG
2-3 (Default): pull-down
J32 CEC1736 RESET_IN# Delay Circuit | 1-2 (Default): connect +3.3V power
Power Source 2-3: connect VTR_REG power
J33 CEC1736 PICKIT4 1x8 Header For debug purpose
J34 CEC1736 32KHz Single-End Source |IN (Default): connect oscillator
OUT: disconnect oscillator
J35 CEC1736 RESET_IN# delay circuit IN (Default): connect delay circuit
OUT: disconnect delay circuit
J36 CEC1736 GPIO157/LED1 & 1-2 (Default): connect GPIO157 to LED5
GPIO156/LEDO pins connection 3-4 (Default): connect GPIO156 to LED6
J37 CEC1736 RESET_IN# pin ground IN: hold CEC1736 in reset
OUT (Default): normal operation
J38 CEC1736 UARTO debug header For debug purpose
J39 MEC1723 Test Clocks Out header For debug purpose
J40 MEC1723 32KHz Single-End Input 1-2: connect to 32KHZ_IN pin
selection (Optional) 2-3: connect to XTAL2
Ja1 MEC1723 12C02 channel header For debug purpose
J42 MEC1723 12C07 channel header For debug purpose
J43 MEC1723 RESET_IN# delay circuit IN: connect delay circuit
OUT (Default): disconnect delay circuit
J44 MEC1723 RESET_IN# pin ground IN: hold MEC1723 in reset
OUT (Default): normal operation
Ja5 MEC1723 PICKIT4 1x8 Header For debug purpose
J46 MEC1723 GPIO156/LEDO, 1-2 (Default): connect GPI0156 to LED9
GPIO157/LED1, and GPIO153/LED2 | 3-4 (Default): connect GPIO157 to LED10
pins connection 5-6 (Default): connect GPIO153 to LED11
J47 Dediprog SPI Programming Header | Use for U8 PVT SPI Flash programming
J48 U8 SPI Flash power source selection |1-2 (Default): connect to board +3.3 power
2-3: connect Dediprog +3.3 power
J49 MEC1723 XTAL2 selection 1-2 (Default): connect to 2-pin crystal

2-3: connect to single-end 32Khz source

DS50003324A-page 14
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JUMPER OPTIONS
Jumper Description Details
J50 MEC1723 XTAL1 selection IN (Default): connect to 2-pin crystal
OUT: use single-end 32Khz source, floating
J51 U8 SPI Flash isolation jumper 1-2 (Default): connect U8 SPI_CLK
3-4 (Default): connect U8 SPI_IO0
5-6 (Default): connect U8 SPI_IO1
7-8 (Default): connect U8 SPI_CS#
9-10 (Default): connect U8 SPI_I02
11-12 (Default): connect U8 SPI_IO3
J52 MEC1723 JTAG _STRAP pin 1-2: put in boundary scan mode
2-3 (Default): normal operation
J53 MEC1723 CMP_STRAP pin Don’t care
J54 MEC1723 CR_STRAP pin 1-2 (Default): boot from SHD_SPI flash via
CEC1736
2-3: boot from PVT_SPI flash (U8)
J55 MEC1723 UARTO debug header For debug purpose
J56 MEC1723 UART_BSTRAP pin 1-2 (Default): normal operation
2-3: Boot from UART Crisis Port
J57 MEC1723 BSS_STRAP pin 1-2 (Default): normal operation
2-3: Not boot in this application
J58 CEC1736 QSPIO0 CSO0 Pass/Failure 1-2 (Default): normal pass case via U9
Cases selection for demonstration 2-3: demo failure case via U11
purpose
J59 CEC1736 Flash Bus 1 Power select | 1-2 (Default): connect to board +3.3 power
2-3: connect Dediprog +3.3 power
J60 CEC1736 Flash Bus 2 Power select | 1-2 (Default): connect to board +3.3 power
2-3: connect Dediprog +3.3 power
J61 Dediprog SPI Programming Header Use for U9, U11 or U13 SPI Flash programming
J62 Dediprog SPI Programming Header Use for U10 or U12 SPI Flash programming
J63 U9/U11 or U13 SPI Flash Program- 1-2 (Default): connect to U9/U11, select via J58
ming Selection 2-3: connect to U13
J64 U10 or U12 SPI Flash Programming | 1-2 (Default): connect to U10
Selection 2-3: connect to U12
J65 CEC1736 APO_RESET# connect to IN (Default): connect

MEC1723 RESET_IN#

OUT: disconnect

© 2022 Microchip Technology Inc. and its subsidiaries
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Chapter 6. Running Out-of-Box (OOB) Demo Code

This CEC1736 Development Board is designed to provide a great out-of-box experi-
ence with demonstration of key CEC1736 features.

To this end, the development board comes with a pre-programmed CEC1736 already
installed with pre-defined OTP settings and Soteria-G3 firmware SPI Image.

The current demos include the following. More demos are being created and will be
available via firmware upgrade.

1. Image authentication demo
- AP image

MEC1723 sends an I2C command to CEC1736 to authenticate the AP image, to
show the current status and output to UART logs; then configure to a bad image
destination and reset the CEC1736. The authentication will fail and perform
golden image recovery. All the steps & status will output to UART logs.

- Soteria-G3 image

MEC1723 sends an 12C command to CEC1736 to get Soteria-G3 image authen-
tication status and output to UART logs; then configure CEC1736 TagO set to a

bad image location and reset the CEC1736, the authentication of bad image in

Tag 0 will fail and the good image in Soteria-G3 firmware Tag 1 will be loaded. All
the steps & status will output to UART logs.

2. SPI MON (Monitoring) filtering demo
- Opcode violation

Configure read, write but not allow erase permission in AP_CFG post-boot
opcode settings; then MEC1723 (AP Host) performs an erase operation of any
memory location on AP0 SPI Flash, CEC1736 will detect an OPCODE violation
and reset MEC1723, all the steps & status will output to UART logs.

- Runtime violation

Configure to block the read operation in memory region protection of AP_CFG
settings; then MEC1723 (AP Host) performs a read operation to this protected
region on AP0 SPI Flash. CEC1736 will detect this read intervention runtime vio-
lation and reset MEC1723. All the steps & status will output to UART logs.

- Runtime authentication

Configure to allow read, write and erase permissions in AP_CFG pre-boot
opcode settings; then MEC1723 (AP Host) reads AP0 SPI Flash a byte match
image, and then a non-critical hash match image, read back image validation sta-
tus as “Good to Go”, then corrupt the non-critical hash match image and read the
image validation status again. This time it should indicate that “FW is bad”. All the
steps & status will output to UART logs.
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- Attestation (SPDM) demo

MEC1723 send a sequence of I2C commands to CEC1736 to fetch the entire
certification chain from internal flash, then do the verification, then send “Chal-
lenge authentication” to CEC1736 to get the NONCE data and its signature back,
and then verify the signature of the NONCE data. All the steps & status, data will
output to UART logs.

3. Revocation demo

- Key Revocation

This demo will show how MEC1723 will fail to load an image after the key is
revoked; all steps & status will output to UART logs.

- Roll back protection

This demo will show how MEC1723 will fail to load an older image after the FW
revision has been updated; all steps & status will output to UART logs.

Note: Demos #1 demo is planned to be included and programed to the develop-
ment board. Demos #2, #3, #4 and other future development demos will be
included in a separated OOB Host sample code package releases from
SDE when they’re available.

Note: Please refer to OOB Demo Code release package App Note for details.

Note: Please contact your Microchip representative for any updated information.

The following step-by-step example shows CEC1736 Serial UART logs after the initial
power-up of the development board:

1. Plug-in a Micro-USB Cable from a PC USB Port to CEC1736 Development
Board P2 Micro-USB Port for CEC1736, as shown in Chapter 4

2. Plug-in another Micro-USB Cable from a PC USB Port to CEC1736 Develop-
ment Board P3 Micro-USB Port for MEC1723, as shown in Chapter 4

3. The connected PC Windows Device Manager should have the two USB Serial
Ports (ex: COM7, COMS8 as shown below) detected.

v i Ports (COM &LLPT)

# USB Serial Port (COMT)

ﬁ USB Serial Port (COME)
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4. Open “Tera Term” Terminal and select “Serial” new COM port (ex: COM8).

NT

File Edit Setup Control Window Help

Tera Term: Mew connection

O TCPAIP myhost.example.com
History
Telnet

55H S5H2
Other

22

UNSPEC

® Serial Port: | COMS: USB Serial Port [COME]

Cancel Help

5. Go to “Setup” -> “Serial port”, and select “115200-8-n-1-n".

YT Tera Term - [disconnected] VT

File Edit Setup Contrel Window Help

Terminal...
Window...
Font...
Keyboard...
Serial port...

Tera Termn: Serial port setup >
Port: COMB e 0K
Baud rate: 115200 w
Data: 8 bit v Cancel
Parity: none w
Stop: 1 bit v Help
Flow control: none w

6. Open another Tera Term to set COM7 using the same 115200-8-n-1-n setting.

7. Since the CEC1736 Soteria-G3 firmware has already executed when the board
is powered-up, the initial UART logs were missing after the above setup. We can
use S1 switch to reset the CEC1736, and the corresponding UART logs will
appear as shown in the image below.

Note: Logs below are an example only, the actual results will depend on the test
environment and Soteria-G3 firmware release version being used.
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T

File Edit Setup Control Window Help

ECFY Build Mumber:ABBh
sh_core_task:start

sh_parse_flash_map:Invalid key hash bloh

Invalid key hash bloh
Execute APFW CR from INT_SPI
fhcpy start

Exit fhcpy success

fhecpy start

Exit fhcpy success

fhepy start

Exit fhcpy success

fhecpy start

Exit fhcpy success

fhecpy start

Exit fhcpy success

APFY CR:SUCCESS

HI integrity check:Invalid
HT integrity check:Invalid
HT integrity check:Invalid
HT integrity check:Invalid
postauth APA:Enable SPIMOM
APA I12C Port Enabled
postauth AP1:Enable SPIMOM
AP1 I2C Port Enabled
EF_POSTRUTH_STRTE_DONE

CEC1736 Serial Logs Ouptut

T COMT - Tera Term VT - O X
File Edit Setup Control Window Help

P Hit a key to begin...

»* Soteria Gen—3 Secureboot Application Demo =
D I BB I IE P HEMEMEIE DB PRI I I HE I IEPE B M MEIE I I P I IEHE I I HE I

* 8G3 build version

* Demo version H

Bxanaa
1

Active APCFG table
APA component A
APA component 1

#* 8G3 Image authentication status
R I PP IE P FE MR DD MM I 2 I PN DD MM I DI I FIIE I FEIEN

=» TAGA image : PASS
=» TAGL image = PASS

1. AP image authentication
2. 8G3 image authentication

Select a demo [1-2]1 and press enter:

IMEC1723 Serial Logs Output
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Chapter 7. Getting Ready for Development

After the demonstration and evaluation stages, users may use this development board
to customize their security features.

Firstly, users will need to create their own QTP package to request a production version
of CEC1736-S0-1/2ZW (84-pin package) device(s) order.

Users will then be able to swap the new custom CEC1736 into the Development Board
socket. Please make sure the small black dot on the device is pointing to the socket
Pin 1 as shown in yellow mark below.

r
i L

e

.{I..-- it r iz . ; ~ o
Please refer to the Microchip Trust Platform Design Suite (TPDS) w/

CEC1736 enabled version package for the rest of the development steps and
operations details.

- Please refer to Trust Platform Design Suite Quick Start Guide to learn about
using the tools to provision the CEC1736.

- Please refer to MPLAB Harmony v3 User Guide to learn about using the tools
to develop and customize CEC1736 peripherals such as UART, SPI, LEDs,
PWM, etc.

- Please contact you local Microchip representative to access the Trust Plat-
form Design Suite (TPDS), MPLAB Harmony v3 and related user guides. A
Non-Disclosure Agreement (NDA) is needed.
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7.1 EVALUATING CEC1736 WITH USER'S SYSTEM

Users may consider connecting the CEC1736 Development Board to the system for
further evaluation and product development.

The CEC1736 development board has designed the way that we can disable the

MEC1723 by changing the followings:

» Remove J65 to disconnect the CEC1736 APO_RESET# to MEC1723 RESET_IN#
pin

» Jumper the J43 and J44 to hold the MEC1723 in reset, and all the connected pins
will be at input mode and tri-stated.

» Connect P4 (BMC Host Header) to the Platform APO interface

CEC1736 QSPIO_IN bus to APO QMSPI bus

CEC1736 APO_RESET# to the APO reset pin

CEC1736 12C channel to AP0 12C channel
- Other optional feature signals that required in the design

+ If dual channels are used, connect P5 (CPU Host Header) to the Platform AP1
interface
- CEC1736 QSPI1_IN bus to AP1 QMSPI bus
- CEC1736 AP1_RESET# to the AP1 reset pin
- Other optional feature signals that required in the design
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